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Abstract:

The important part that Information Technology services plays controlling risks in assets managements is discussed. The effect of level of threat on running IT resources is modeled and explained with a new parameter called the Rust Factor (RF), which measures readiness of resources and services in comparison to existing threats. The extent of human contribution to risk management is also explained with emphasis on level of trust, confidence and skill level. 
1.
Introduction
Given the serious security risks to assets, managing those risks effectively is an essential task. Completing such a risk management process is extremely important in today’s advanced technological world. It is important that management understand what risks exist in their IT environment and how those risks can be reduced or even eliminated. Each organization has business processes, research and instructional efforts, and legally protected data that depend on IT resources that the organization cannot afford to lose or have exposed. Unfortunately, these IT resources are subject to an increasing number of threats, attacks and vulnerabilities against which more protection is continually required [1-2].

Information Technology Risk Management policies intend to provide an organization with the information and tools it needs to properly manage the security risks associated with their information technology resources. This is essential for any organization to protect the heavy investments made, and to protect against loss or interruption of IT-based functions which could lead to the inability of a unit to perform its core mission. In addition, the invaluable, fast, direct connection to the Internet could make an organization a direct target and a tempting source of hijacked bandwidth, hence, IT security efforts are required at all network levels, meaning that responsibility for security is highly distributed, and could be difficult to manage, and not helped due to more sophisticated and dangerous exploits and attacks that are released almost daily, via viruses and worms, intentional compromises that threaten the privacy and integrity of legally protected data, and denial of network service. Not to forget physical damage to terminals, servers, and data storage units due to fire, flood or human interference, this leads to loss of access. The previous raises few questions regarding willingness and ability of any organization to deal with the process of clean up in the aftermath of an IT melt down. This includes not only technical aspects, but a more important legal and public relations problems that will arise as a direct result of an IT disaster. Also, the financial consequences of such a situation are horrendous. This paper discusses some of the importance of an up-to-date, well-managed PC infrastructure by discussing rising security threats, new regulatory requirements, rapidly evolving liability issues [3-4].

2. Background
The global regulatory and legal environment is tightening around the issue of information security. Businesses must protect the privacy and integrity of financial and sensitive third-party information or face increasing risk of government intervention and legal liability. For any business with networked and Internet-connected computing systems, this requires comprehensive and documented infrastructure security management based on industry best practices.
As the total process to identify, control, and manage the impact of uncertain harmful events, commensurate with the value of the protected assets, Risk Management aims to aid managers to strike an economic balance between the costs associated with the risks and the costs of protective measures to lessen those risks, based on the definition of risk as the net negative impact of the exercise of vulnerability, considering both the probability and the impact of occurrence, and risk management as the process of identifying risk, assessing risk, and taking steps to reduce risk to an acceptable level. Risk management is both prudent practice and, in many cases, a legal necessity [5-6].
According to recent findings [7-12]:

1. Information security is the number one issue for the technology community.

2. An active hacker community is ready to capitalize on detected vulnerabilities.

3.  Sources indicate the actual costs of security events are actually greater than previously estimated, and a single event can cost millions of dollars.

4. Many organizations are under the impression that their traditional insurance policies cover network security and cyber-related risks, but this is rarely the case. Most standard insurance policies specifically exclude network related incidents.

5. Virtually every aspect of PC fleet management has an impact on information security-from platform choices and software management to upgrade cycles and end-user education.
6. The stakes are high, and IT organizations should have formal processes in place to regularly monitor, evaluate, and enforce internal controls to ensure compliance with internal objectives, legislation, regulations, agreements, and insurance coverage provisions.
7. Internal control and security elements such as firewalls, virus protection, intrusion protection, software maintenance and patching, event logging, encryption, authentication, and end-user awareness programs should be carefully controlled and integrated into a larger security framework.
8. A poorly managed or out-of-date PC infrastructure raises critical security issues. Threats are constantly evolving, and security precautions must be updated accordingly. Software upgrades, security patches and hardware lifecycles should be actively managed to balance risks and costs. 
9. A single out-of-compliance PC can present a vulnerability that poses significant risk to the enterprise.
10. Out-of-date operating systems are particularly vulnerable to digital attack, since the vendor no longer provides patches for newly discovered security vulnerabilities.
11. Old PCs can significantly increase enterprise risk, especially if they are running older operating systems that are no longer supported by the vendor. These old, unsupported configurations should be eliminated from the environment.
12. Improving the efficiency of patch management processes and keeping your PC and server infrastructure up-to-date are among the most cost-effective steps toward enhancing security.

13.  Fundamental advances in PC platform security have been underway for several years, and the recent generation of platforms, operating systems, applications, and management tools enable better security at lower costs than was possible with older systems.

14. Newer operating systems, such as [Microsoft] Windows 2000 or Windows XP, provide logging capabilities for auditing security events. This is important for compliance and forensic investigation, and for understanding attacks to resolve vulnerabilities and limit damage.

15. Although many companies have corporate policies and procedures, only through automated solutions can a company keep a fleet of PC’s in compliance with patch and virus updates.

16. PC security management is becoming a business requirement. 
17. In a networked business environment, PC management requirements will be impacted by virtually all legislation and regulation that addresses the integrity, reliability, or privacy of business information.
3. Process Modeling
Mission impact analysis, risk assessment, and mission continuity planning are not one-time projects, but rather tactical operational processes that incorporate the most current thinking on security threats and appropriate safeguards. The organization needs proactive mechanisms for tracking the frequency with which assessments and plans are updated and for assuring quality and consistency as they are developed. Hence, any organization needs the assurance that available resources for IT across the organization are focused on the most important needs. Hence, it is necessary to model the interdependency between IT resources and Risk Management [13-15]. The model is based on the following:

1. Impact Analysis of available and required resources, such as hardware, software, information, and people.

2. Risk Assessment of currently used IT assets in relation to used standards and faced threats to the organization practices.

3. Each IT related threat should be given a weight in order to enable a comprehensive risk Management strategy to be formulated, with ability to handle new situations and changes in surrounding factors.

Figure 1 show a general view of an IT managed assets, whereby the safety ring would be compromised under threats if when the IT resources are not properly managed. The figure also, indicates the type of relationship between risks, assets, and IT resources. Such a relationship can be represented as in equation 1.
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Figure 1: Risk Management using IT Resources.
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Where: R: Risks, A: Assets, IT: Information Technology Managed Resources.



Equation 1 presents the type of indirect relationship between risks and IT managed assets. Such a chain rule allows for human factor contribution towards controlling the extent of risks as a function of faced threats in a dynamic environment. Risks as expected are multi-sourced, with varying effects on managed assets. Theses effects and solution model can be presented in terms of different associated weights as illustrated in equation 2 and figure 2.







(2)

Where, Wi: Weight value, (i: Residual risks.

The resulting value in equation 2 can be conditioned using carefully selected conditioning functions that give a good indication to the severity of faced situation, hence, activating an appropriate action. The action is based on a comparison between the result of equation 2 and a stored set of levels of risk.

Figure 2: Risk Management Weights Model (RMW).


4. Conclusion
As external access to internal applications has become commonplace, perimeter security solutions, such as network firewalls, no longer provide sufficient protection against the volume and complexity of incoming traffic. The presented Risk Management Weights model (RMW), adds an essential layer of much needed intelligent protection. Such model is in line with the stated financial integrity and privacy regulations developed to improve oversight in today’s increasingly global and digitally-connected economy. 
Further developed for the presented model is needed with additional simulation in order to cover all types of systems and expected risks. More intelligent computational elements are also necessary to enable better decision making by IT management.

5. References
1. Hillson D A, "Extending the risk process to manage opportunities", Int J Project Management, 20 (3), 235-240, 2002.

2. Hillson D A, "Critical Success Factors for Effective Risk Management Part 4: Risk Culture", Project Management Review, 23, 2002. 

3. Hillson D A,"Gaining strategic advantage", Strategic Risk, 27-28, 2002.

4. Hulett D T, Hillson, D A, Kohl R,''Defining Risk: A Debate",Cutter IT Journal, 15 (2), 4-10, 2002. 

5. Ruskin A  M,"Using unders to offset overs", PM Network, 14 (2), 31-37, 2000.

6. Bigley G A, Roberts K H," The Incident Command System: High-reliability Organizing for Complex and Volatile Task Environments", Academy of Management Journal. Vol. 44, No. 6, pp 1281.99, 2001.

7. Fay D, Tissington P A,"Safety and Risks, Errors and Accidents in Different Occupations",  Encyclopaedia of Applied Psychology. Oxford: Elsevier, 2004.
8. Jim T,"SD3: a trust management system with certified evaluation" IEEE Symposium on Security and Privacy, Oakland, California, USA. IEEE Computer Society, 2001.
9. Grandison T, M Sloman," Specifying and Analysing Trust for Internet Applications" 2nd IFIP Conference on e-Commerce, e-Business, e-Government , Lisbon, Portugal, 2002.
10. Institution of Civil Engineers,"Risk Analysis & Management for Projects (RAMP)", second edition. London, UK: Thomas Telford, 2005.

11. UK Office of Government Commerce (OGC),"Management of Risk – Guidance for Practitioners, 2002.

12. London, UK: The Stationery Office Banbury, S. and Tremblay, S. (eds)," A Cognitive Approach to Situation Awareness: Theory and Application", Aldershot: Ashgate, 2004.
13. Iskandarani M, El-Refae G, " Numerical Modeling of Economical Market Forces for an Intelligent Delivery of Dynamical Optimal Impact Solution (DOI)", American Journal of Applied Sciences, 4(2), 102-105, 2007.
14. Iskandarani M, El-Refae G," Modeling of Economical Market Forces using Neural Based Dynamical Optimal Knowledge Evaluation Algorithm", WSEAS Transactions on Business and Economics, Issue 2, Vol.3, 680-685, 2006.
15. Iskandarani M, El-Refae G, El-Etter S ,"A Rubber Band Ethics Model for Computing and Information Technology Practices", American Journal of Applied Sciences,  3(7), 1910-1915, 2006.
RF= ∂R/∂A = (∂R/∂IT). (∂IT/∂A)		(1)





      n


R=∑RiWi + (i


     i=1








