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Abstract
"Oyomno (1996) argues that the sustainability of IT is dependent upon the degree of its demand, appropriateness to the user organization, and the availability of local capacity to sustain benefits achieved over time.", being the benefits is the prime base on which a decision to keep and maintain the system or not our research target to produce a suggested theoretical frame work that can be tested and used to increase and maintain value of the information system in various types of organizations.

Literature review is the main source of information for developing this frame work and previous studies that is concerned with reducing risks of information loss of value, sustain methods and strategic alignment papers also are used, will not negate the fact that this frame work will remain theoretical and need testing.

Our frame work defines number of layers built on top of each other representing the how value could be sustained and increased; these layers are dependent on the main characteristics of sustainability such as long term, appropriateness, self sufficient…etc, among other factors, four layers are defined one is under financial domain, one under technological domain, two under business domain as this paper will show and explain.

Introduction

Being the change as the main characteristic of modern information systems, as it is understood from Moore's law puts a great pressure on some organizations to willingly or unwillingly relinquish information systems that they have put lots of effort and money to acquire and operate, with more up to date systems in order to compete or achieve competitive advantage. 

Organizations in such predicament need to sustain gains acquired from existent Information systems which as described by  some researchers as far from being easy mainly because it is very much dependent on  initial financial support and will not exist beyond its initial investment as studies of community networks funded by the federal and state governments suggested where others indicate that systems depending on digital  content need persistent  attention of which no action will sustain them for unlimited periods of time. In other words the continuity of information system is based on the attention created as a result of the value acquired of such systems, like "Oyomno (1996) argues that the sustainability of IT is dependent upon the degree of its demand, appropriateness to the user organization, and the availability of local capacity to sustain benefits achieved over time." 

Creating sustainable information systems, that preserves gains and benefits acquired from existing and current systems need conscious effort, through number of planned actions and dedicated resources serves as the basic ground for suggested frame work, which will ultimately result in maximizing benefits, needs …etc. therefore creating sustainable information systems.

Literature review

From a financial point of view, financial assets of the organization especially long term or fixed assets with the exception of land depreciate and devour a way, consequently continuous investment in such assets is required to buy, replace, old depreciated ones. Being Information, and its technology, one major assets of the organization which losses and decrease in value in the same form, in addition to Information systems  obligation of meeting the increasing user requirements and new opportunities, and risks presented due to change of technology more difficult to sustain them 

The Idea of sustaining information systems, mainly built on the assumption of preserving the value or generating new value from the use of information systems will compel the users and organizations to maintain, manage, and invest in that system.

Sustainability 

Information systems should be able to continue maintain the ability to fulfill future and present user requirements in spite of changing trends of technology and users needs, without any outside support.

Sustainability could be seen as adaptive characteristic of systems that can respond to present and future requirements in a constant ability and performance. 

	Meeting the needs of the present generation without compromising the ability of future generations to meet their needs.  [Burntland report (1987) Rio Conference in 1992]



Whereas others such as Reynolds and Stinson (1993) perceive sustainability as being independent "Maintaining something that already exists over time and is often equated with Being ‘self-sustaining’ or ‘self-sufficient’, implying that no outside support is needed to continue its existence." .  Supporting Reynolds and Stinson understanding Honest Kimaro view sustainability concerned with  "the longevity of these processes and how they co-exist over time, especially once external support is withdrawn (Braa et al. 2003)" [Kimaro, Honest, 2004]
With the regard of IT, some researchers view sustainability through the ability to manage risk that could threaten long term viability of Information Systems infrastructure (Korpela et al. 1998). On the other hand Misund and Høiberg (2003) see the ability of information systems to maintain its value through anticipating future technological trends which will devaluates its infrastructure design countermeasures offset the negative effect of time and change as the main characteristic.

	Sustainable IT as “technology that is capable of being maintained over a long span of time independent of shifts in both hardware and software”. Misund and Høiberg (2003) 




Characteristics of Sustainability 

In order perceive information system as sustainable, number of characteristics that can be derived from the previous definitions should be present. These characteristics are as follows:

1) Adaptability: ability to include new technology and adopt change in procedures and functions of information systems (scalability), while maintaining certain degree fault tolerance (robustness), and (responsive) to new threats and opportunities presented by external and internal environment.

2) Appropriate: meets the needs of the organization and user through different time intervals at relatively at the same degree of efficiency and effectiveness (Demand) ,Quality, Simplicity

3) Self sufficient, Proactive: does not require external support or investment beyond the initial investment and support and will generate value (tangible, and intangible) through its activities which will be used to maintain its core and supportive functions and components.

4) Long term the intention of information systems when they were designed is to be for a unlimited time not for a specific time (stability), (Braa et al. 2003) considers the ability of processes to co-exist over time, long after the external support is withdrawn.
5) Valuable The continuing growth and the size of investments in IT projects in some cases expenditure exceeding £12 Billion per year in UK Company, accompanied with managers need to determine adequacy of their decisions made based on the returns from such investments, and the route they choose placed the IT Issues to be in top priorities. 

Major studies have identified number of major barriers to evaluate and control IT investments, as informed commentators agree on assessing IT impact does not have a reliable measures to be assessed upon, they can be explained by the lack of understanding to risks, human and organizational costs, and ignoring intangible benefits, most importantly the failure to take into account life time of benefits derived from IT investments. (L.P. Willcocks, 1999)

The ability to determine information needs of the organization rather IT needs not neglecting any of both will help in evaluating the return on such investments and recognize their importance to the organization and there for continue support them.

 (Misund and Hoiberg, 2003) they identify five characteristics for sustainable IT as shown in Table 1 of responsiveness, scalability, adaptability, stability and robustness, all related to IT needs
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These characteristics are majorly concerned with, how IT should respond to change and what they need to react to new emerging problems and opportunities, ignoring the need to anticipate new opportunities and preempting problems, also these characteristics could be considered more technical needs rather organizational.

On the other hand The Bruntland Report, Our Common Future, is the report made by the World Commission on Environment and Development in 1987 concerned with characteristics need to be present in IT and Information systems to be to maintain interest and consequently sustain itself, these needs may be seen as meeting some users of the organizational needs rather IT technical needs. 
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Increasing the potential for achieving sustainable benefits from information systems depend on the ability to identify the key factors which are related to risks and likely to affect negatively or positively achieving sustainable benefits (Young & Hampshire, 2000).
Every organization has a mission  in this digital era, as organizations use automated information technology (IT) systems to process their information for better support of their missions, risk management plays a critical role in protecting an organization’s information assets

Risk Management 

Rapid growth of technological innovation in computers and telecommunications in recent years and the integration of automated operations are increasing and also the dependence of reliability and continuity of their systems.

Risks can be defined as many things but at the root of every definition is the fact that risks represent uncertain outcomes, these outcomes can be either negative or positive, they can represent positive opportunities as well as negative threats. While sustainability refers to long term outcomes beyond the direct influence of the project, risk analysis typically concerns the threats to the achievement of objectives within the project time frame.

A risk in sustaining traditional system may appear initially on one level but subsequently have a major impact at a different level. If a risk grows outside agreed upon limits, it should be decided that it no longer represents, say, an operational risk and may now affect the system as a whole.  An effective risk management process is an important component of a successful IT sustainability system 
The principal goal of an organization’s risk management process should be to protect the organization and its ability to perform their mission, not just its IT assets. Therefore, the risk management process should not be treated primarily as a technical function carried out by the IT experts who operate and manage the IT system, but as an essential management function of the organization sustainability systems. [Gary Stoneburner, 2000]

Risk management is a widely recognized discipline or practice that can be applied across many business boundaries, risk management is concerned with the analysis of the impact of the changes that are uncertain, and reducing the probability or impact if they are deemed negative. 
Information Systems Risks 

RISKS IN COMPUTER AND TELECOMMUNICATION SYSTEMS (July 1989) identifies six types of risk concerning EDP environment and the security and control procedures they are as follow:

1) improper disclosure of information,

2)  error, 
3) fraud, 

4) interruption of business due to hardware or software failure,

5)  ineffective planning 

6) Risks associated with end-user computing operations.

Different organizations will face different types of risk according to sustainability of their traditional systems. Some types or risk are as follows: 

1. Strategic / Commercial Risks 

2. Economic / Financial / Market Risks 

3. Legal and Regulatory Risks 

4. Organizational Management / People Issues 

5. Political / Societal Factors 

6. Environment Factors / Acts of God (force majeure) 

7. Technical / Operational / Infrastructure Risks 

Sustainability risks from our point view is concerned with three domains linked to the frame work are:

1) On the financial domain risks of 

a. Information systems will not survive the initial investments, 

b. Investments made not aligned with business and organizational needs,  

c. Inaccurate measurements tools of financial performance for Information systems.

2) On the technological domain risks can be summarized as follows:

a. Changing user requirements

b. New tools and technologies 

c. Evolving security threats 

3) On the business or organizational domain risks are:

a. Regulatory changes,

b. Technical standards, 

c. Competitive business pressures

d. Change resistance 

e. Business alignment with technology

f. Lack of a Proper Management Structure and Senior Management Support

g. Lack of a Champion

h.  Insufficient Discipline and Standardization

i.  Ineffective Communications

j.  Lack of "Business" Analysts

k.  Lack of Integration
In order to minimize risk factors it should relay as [Mary Sumner, 2000] puts it on 1) commitment of senior management, 2) full support and participation of the IT team 3) expertise and competence of risk assessment team to apply methodology, mission identify, provide safe guarding  controls and counter measures that is cost efficient . 4) User awareness and cooperation in applying procedures and comply with implemented controls 5) continuous assessment of IT related mission risks and evaluation. 

Cisco Systems, Inc. (2001) in their paper actions for improving information security they identify five risk management principles which have been adopted by organization studies according to GAO:

1) determining the needs and assessing the risk 
a. Identify essential organizational information assets and resources that must be protected 

b. Develop risk assessment procedures that is a accustomed to business needs 

c. Develop accountability procedures and rules for Information system and business managers.

d. Continue monitor, modify, re assess of risk through effective risk  management in other words Manage risk on a continuing basis 

2) Establish a central management focus
a. Employee qualified staff that is designated to carry out critical activities 

b. Create independent access to senior management with key staff members managing information systems 

c. Allocate continuous funding and staff

d. Train and educate staff in order to enhance technical skills and professionalism

3) Implement appropriate policies and related controls
a. Align business policies with risks surrounding them 

b. Support policies through designated staff monitoring the implementation and effectiveness of these polices 

c. Create awareness among policy users that allows them to distinguish between guidelines and policies  
4) Promote awareness
a. Continually educate users and others on risks and related policies.

b. Use techniques that are user friendly and interactive 
5) Monitor and evaluate policy and control effectiveness
a. Periodically evaluate new risks that might change the initial risk assessment and determine if the controls and procedures in place effective or not.
b. Hold managers accountable through performance evaluation results and direct future efforts to maintain and produce better performance 

c. Watch the market and technology for new monitoring tools and techniques 

Frame work 

Our frame work is built on the following Ideas 1) need of Alignment of business and organizational needs with IT strategies proposed plans, human resources, organizational structure and processes,  as Wollcocks explains in his paper that out 86 UK companies Ernst & young (1990) found that only two were aligned, which represents a one evidence of many   suggests that alignment rarely exists. Lack of alignment could result that information technology evaluation separates from the business needs and plans on one aspect and separated from realities that can have direct effect use of IT subsequently the effectiveness to continue and integrate with others. 
2) Sustainability of existing IS must realize competitive advantage that may be achieved by leveraging unique firm attributes with information technology to realize long-term performance gains. Information systems that cannot sustain competitive impact have only transient strategic value or may offer negative value if matched by a superior response by competitors. We try to develop a framework depicting factors effecting sustainable competitive advantage. M. E. Porter illuminates that having operational effectiveness does not provide a competitive advantage; only they gain advantage by continue having higher levels of operational effectiveness or long period of times than its competitors, he also adds if the organization cannot distinguish itself from its rivals on the basis of operational effectiveness the only way in his opinion to have greater economic value is by using cost leadership strategies. As it becomes harder to sustain such operational effectiveness having a distinct strategic positioning and maintain it becomes more important, in order to achieve such positioning six principles should be followed, 1) long term superior goals on return on investment, 2) defining a unique value or set of benefits and setup the way to compete accordingly 3) perform its primary and supportive activities differently from its rivals which will result in creating distinctive value chain 4) trade-offs of some features, produces, activities, processes in order be differentiated from others, 5) having a strategy that defines the manner on which all elements fit together. 6) finally continuity of direction.

 3)  Sustaining the existing IS in an organization is determined by more than one criteria, cost/benefit analysis, risk assessment and matching the techniques that be used in the existing IS to objectives and types of projects that the organization work. when evaluating IS we have to look beyond benefits to value in which sustaining the existing system may gives value through linking others department together, or gives value through acceleration by reducing time scale for operation, or to give values by restructuring a department, jobs or others, or to give innovation value by sustaining competitive advantage. the value of any IS depends on the value that be achieved through enhancing the return on investment in the improving business performance and achieving competitive edge in the technology domain by value that can be added on achieving a competitive advantage and risk assessment and enhance the management , plus the value that might be added on the business domain assessment by strategic match, and competitive responses, also by keep and improve financial position in an effective and efficient manner technology domain assessment, by strategic architecture, definitional uncertainty, technical uncertainty and IS infrastructure risk and others. (William J. Hettinger, 1994).
All of the three ideas mentioned before reinforce the main presumption of "in order to have sustainable information system you need to maintain the value it creates and produce", consequently our framework took into considerations the Butler Cox technique for evaluating IT, and willcocks's cost-benefit to value technique in order to calculate value and imbed it in our framework.

WillCocks in his paper of evaluating the outcomes of information systems plans, explains that economics of information pass beyond the concept of benefit into value concept for he sees "benefits as discrete economic effect " (willcocks, 1999), whereas value broader concept that take in account IT investments effects on the business  performance of the enterprise, value under his theory could be arrived by building a traditional cost benefit analysis then enhance it with relevant techniques, business domain, and technology domain assessments ( figure 1).
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Butler Cox(1990) suggest five main purposes for IT evaluation that can help in determine the value of information systems through matching techniques to objectives and types of projects and therefore create alignment and gain competitive advantage to fulfill the two main ideas of on which the frame work is built on.  These purposes as Cox describe them surviving and functions as a business, improving business performance by cost reduction / increasing sales, achieving competitive jump and compete effectively  in the future, and  realize benefits of other IT investments. Accordingly investments in IT could be categorized into Mandatory, Improve performance, competitive edge, infrastructure, research investments.

Our frame work defines number of layers built on top of each other representing the how value could be sustained and increased; these layers are dependent on the main characteristics of sustainability such as long term, appropriateness, self sufficient…etc, among other factors, four layers are defined one is under financial domain, one under technological domain, two under business domain.

The framework assumes that any information system failure to take in consideration and support of any of the layers will weaken its sustainability and in might result in its abandonment. 

The Basic layer on which all other layers built on is the financial domain layer this layer concerned with allocating financial resources in a manner will meet the mandatory investments block, these investments are directed to applications sustaining existing business function such as current demands of user requirements, generating new funds, maintain, expand, replace the current infrastructure, Competitive edge investments block, such investments are more directed towards market influence and business processes that result in creating benefits of business expansion and risk minimization Peter(1993), Finally Research and development investments block investments of such kind are concerned with anticipating the new technology trends, market analysis, knowledge acquiring,…etc.

The second layer of our framework is concerned with technology domain this layer divided into two blocks the first block of Infrastructure, majorly concerned of what information systems needs require to operate effectively, address information security issues, architecture of the information systems and ability to be integrated into harmonious network of other functional information systems in the organization, the second block is concerned with uncertainty linked to new technologies, its dependence on new and old technologies, infrastructure, the degree of how much the   infrastructure is prepared to meet the demands of the organization, finally linked to clear defined long term objectives and goals for the technology  set by the organization.

Business domain in our framework occupies two layers representing its importance, third layer is Organization layer segmented into the following blocks;  business process block, which includes values created as a result of linking, acceleration, restructuring processes due to information systems existence throughout the organization, Risk minimization block, that deals with user involvement, keeping interest, detecting opportunities, and new threats created by information systems. Fourth layer is the environment layer its context can be summarized IS for competitive advantage, maturity and collaboration, this layer objective is when building the information systems it has to have objective of achieving a strategic positioning through strategic advantage, and busisness –IT strategy linkage (Galliers, 1999) .
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Creating a sustainable information system is not an easy task especially when many factors contribute against maintaining a sustainable one, nevertheless theoretically could be achieved when taking in consideration the value that information system creates which will contribute presumably positively to sustainability of information systems in face of volatile and changing environment and requirements.  

Aligning IT investments with business strategy and measure the monetary benefits created by the information system at the basic of all layers create value, in addition directing these investments in accordance with the requirement of each layer should theoretically contribute to the value, facing business and  technological uncertainties through effective risk management,  while managing infrastructure, and the effectiveness of business processes in meeting user requirements should also contribute to the value, finally any information system that does not include in its vision the linkage with external parties of the environment will lose value due to the separation and will contribute negatively to the value, this value in turn will encourage managers, user, and organization to keep investing resources to sustain such systems.

Conclusion 
The principal goal of an organization’s risk management process should be to protect the organization and its ability to perform their mission, not just its IT assets. Therefore, the risk management process should not be treated primarily as a technical function carried out by the IT experts who operate and manage the IT system, but as an essential management function of the organization sustainability systems. [Gary Stoneburner, 2000]
It was found through theoretical analysis of research papers that in order to help organizations in overcome the problem of effectively maintain sustainable information systems organizations should keep an open eye for number of factors divide into three domains of business, technology and financial domains, the separation of financial domain is due the difficulty of finding appropriate measures to evaluate information systems outcomes in a monetary sense.

These domains should contribute positively through layers to the value according to the framework suggested resulting increased sustainability of information systems; these layers are dependent on the main characteristics of sustainability such as long term, appropriateness, self sufficient…etc, among other factors, four layers are defined one is under financial domain, one under technological domain, two under business domain.
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