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Abstract:
Nowadays, the supervision process of industrial installations is more and more complex involving the automation of their control. A malfunction generates an avalanche of alarms. The operator in charge of the supervision must face the incident and executes right actions to recover a normal situation. Generally he is drowned under a great number of alarms. To eliminate the risk of incident, expert systems are designed to help the operator finding the main alarm responsible of the malfunction. This paper shows the limitations of human management of risky situations and the need of knowledge-based systems to assist them monitoring the industrial process and diagnosing abnormal situations.
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1. Introduction

The processes of supervision of modern industrial installations (such as refineries, chemical processes, power plants, etc…), are known by their increasing complexity and by the sophisticated instruments they use of the control of this installation. This automation has considerably modified the task of the operator, transforming it from control to the supervision of these processes.

Control automation implies the generation of a huge amount of information giving a view about the status of the whole equipments and the functioning of the process. In normal situation, industrial processes are, in general, controlled by automatic control systems that, often, didn’t need operator intervention. In the contrary, in case of dysfunction, sensors associated with the different equipments generate alarms to alert the operator and let him be aware about this abnormal situation.

The problem of alarms management is fundamental and crucial. Operators have to permanently control the system functioning, select and execute action procedures in case of incident. Avoiding operators to be drowned in the alarms flow has to be taken into consideration. In most cases, alarms are the normal consequences of a well localized default. So, the objective of alarms filtering systems is to reduce, in case of system dysfunction, the alarms number by displaying only pertinent ones to the operator.

The crucial problem a filtering alarm faces is the alarms avalanche. The great number of alarms may be explained by the induction and propagation phenomenon. In fact, an elementary alarm may generate a cascade of alarms and states.  Within the flow of events, transmitted by sensors, a distinction has to be made between alarms and states. While an alarm signals, in general a dysfunction default, a state indicates a system state (state of normal or abnormal system functioning). The actions executed by the operator to remedy to a given situation constitute a source of alarms proliferation. In effect, these actions are accompanied, in general, with alarms indicating the execution of those actions. In addition, there is a relationship between alarms and the different system functioning modes. So, an alarm that signal a default in given system functioning mode, may be interpreted as a normal system status in another mode of system functioning. In a given circumstances, even an expert operator, may be unable to retrieve the main alarm explaining system dysfunction.

An alarm filtering system must be able to distinguish between alarm and states. So, it has to separate alarms from states, deletes useless alarms (consequence of the origin alarm), and displays to the operator the alarm(s) responsible for the incident. It has also the mission of recognizing alarms resulting from operator actions. Finally, An alarm filtering system must provide the operator with useful advise in order to help and guide him making a decision. Studies concerning alarms filtering show a natural hierarchy between alarms [12]. So, a distinction has been made between primary alarms causing an incident, and secondary alarms, and useless ones.

Different tentative (such alarms hierarchy, default trees) were used to develop alarms filtering systems. These approaches suffer from the lack of flexibility and are difficult to construct [12]. Artificial intelligence [11] offers a set of flexible and efficient techniques to develop such alarms filtering systems. The application of expert system technology to alarms filtering offers an advance on human decision making capabilities. Expert systems [4] are computerized advisory programs that try to imitate or substitute the reasoning processes and knowledge of experts in problem solving. It will analyze the problem, manipulate the encoded human-expert knowledge and provide a recommendation based on inference, heuristics and rules of thumb. That is, the system is based on a flexible, human-like thought process.
2. Real-time systems

Alarms filtering systems are directly connected to the processes they control and operate in real time. A real time system is a system that must guarantee a response in a time depending on the supervised process.

In general, a real time system has to deal with a great number of constraints, [1][2]; i.e., the system must react to events, terminate its reasoning and respond in a predetermined time. The system has to take into consideration the fact that events are asynchronous and they don’t reflect necessarily the chronological order of alarms generation. Because of the high data rate, the system has to determine important events and suggests adequate actions in a relatively short time. It has also to use non-monotonic reasoning due to the dynamic and evolutionary character of the process and because transmitted information has limited time validity. So, according to new events, the system must be able to change its results and eventually deletes the previous ones. Finally, it must run on-line which means running permanently.

Moreover, a real time system must surmount supplementary difficulties. It must differentiate simple defaults (Only a single physical equipment is faulty) from multiple ones (multiple equipments are simultaneously faulty). As, in addition, a fault propagates to the other equipments by generating a cascade of alarms, the system must be able to recognize the main alarm and eliminates useless ones. Even though, sensors themselves may be faulty and then generate wrong information (such as fugitive alarms), the system must give the most possible precise response. An industrial process often has different functioning phases, which imposes to the real time system to give a diagnostic regardless of the functioning phase.

Although, a real time system can operate autonomously, the final decision is taken by the human operator. An interaction between the system and the operator then is necessary. In effect, the system has to collaborate with the operator providing him information and intelligible explanation concerning the supervised process, and executing ordered commands , and decisions the operator made.

3. Operator and control of automated processes

The automation of industrial processes has been increased considerably during the last years. This leads to an evolution of the operator tasks towards analysis  and decision making activities. In effect, all the information concerning the supervised process are treated by an automated control system and then presented to the operator. The operator role [6] is then resumed to detect an abnormal event, evaluate this situation, make a diagnosis and finally elaborate and execute a strategy solving the incident.

However the operator task remains complex and may face difficulties. In one hand, he must deal with a huge amount of information (alarms, states, …) generated by sensors of the supervised process. In the other hand, the amount of this information may quickly increase driving a multitude of alarms leading to an avalanche phenomena known as Christmas Tree Effect [12].

The operator may be stressed by the alarms flow. Moreover, he must be able to recognize a great number of normal and abnormal situations, which increases the risk of errors. Thus, the operator may executes some actions without having a good appreciation of the situation he faces. Finally, the operator is submitted to brutal changes of work load. In a normal system functioning, he work load is minimal which reduces his vigilance. In case of an incident, he receives a huge amount of information and he must rapidly understand the situation in order to execute the right action to face the incident.

One aspect to take into consideration is that operator uses different abstraction levels to understand the supervised process. At the low level, he looks to the structure of the supervised systems and the relationships between its components. At the intermediary level, he is interested by the components functions. Finally, at le higher level, he takes into consideration goals and objectives of the system. These different abstraction levels corresponds, in fact, to different operator’s behaviors while supervising the process. Rasmussen [10] distinguish between three types of behavior.

Skill-based behavior: in response to an observation of state change of the process. This kind of behavior, permits quick operations of stimulus-response type that can be acquired by an intensive training.

Rule based behavior: can be applied during familiar and well known situations. This is the case of a known situation, to the execution of already established rules or procedures (memorized by learning) for this kind of situations.

Knowledge-based behavior: applied to unknown situation where there is no pre-established know how rules. Operator analyzes then the situation using reasoning and prediction and evaluation strategies before executing any action.

4. Knowledge-based systems for diagnostic

The major problem encountered by old diagnosis systems is its incapability to represent knowledge and reasoning of a diagnostic expert. The venue of artificial intelligence, where one of its major application domains is diagnosis, enables solving this problem. The earliest diagnosis systems used production rules. MYCIN, a medical diagnosis expert system was a pioneer in this domain. Knowledge-based systems enables, in fact, implementing the functions of prediction, interpretation, synthesis, results integration, and manipulation of incomplete data, etc…

Two approaches for diagnosis can be distinguished. The earliest diagnosis expert systems, called first generation expert systems, used production rules. They used shallow knowledge, i.e. relationships of type symptom–fault. Advances in technology gave birth to a new generation of expert systems, known as second generation expert systems or knowledge-based systems, based on a process model. They use causal knowledge or deep knowledge [7]; i.e. they are based on a structural and functional model of the process.

Although, the first approach is appropriate to small or medium applications, it poses, in the case of real-time diagnosis of big applications, problems of coherence, and lack of reasoning about time.

4.1. Expert systems for alarm filtering

Knowledge used by first generation expert systems is empirical giving the possible relationships between observed symptoms and possible malfunctions. Many diagnosis expert systems using this approach were developed. For example, REACTOR [9], a diagnosis expert system for nuclear power plants, DIVA, an expert system for electrical power plants, and on-line diagnosis expert system for gas turbines [7]. However, these kind of expert systems have many problems One of them is that expert system can diagnosis multiple faults.

4.2. Model-Based systems for alarm filtering

Knowledge-based systems are an alternative to deal with the problems encountered by expert systems of first generation. Represented knowledge, known as deep knowledge, concern the structural, functional, and behavioral model of the supervised system. Different models can be cited.

Constraints-based models: The model is presented in the form of constraints or mathematical relations between systems components.

Primitives-based models: The system is divided, using a set of primitives, into small subsystems representing the basic models of system behaviors.

Qualitative models: Rather than using numerical values, detection of malfunctions is obtained exclusively through qualitative knowledge concerning the supervised system.

Graph-based models: the system behavior is represented as a graph showing relationships between system components.

Many knowledge-based systems were developed. We can cite EXTASE, an expert system for alarms filtering [3]; A filtering alarms system for nuclear power plant [13]; MOBIAS, a diagnosis system for on-line processes [12]; an alarm filtering system for chemical processes [8]; an alarm filtering system for on-line process [5]; etc…

The following figure illustrates a general architecture of an alarm filtering system.


5. Conclusion

Risk Management is the modern discipline that answered the call to handle industrial processes risk. Many of incidents can be attributed the operator’s work overload. This paper targets risk factors that threaten a loss of control of industrial plants. 

So, it appears clearly that in the supervision of modern industrial plants, the necessity to introduce knowledge-based systems in order to assist operators in case of incident. Two main approaches for developing diagnosis knowledge-based systems were discussed. The first one is based on shallow knowledge, the other is based on deep knowledge. Modern knowledge-based systems for diagnosis use the second approach.

6. References

[1] Abdelwahed, S., G. Karsai and G. Biswas, “System diagnosis using hybrid failure propagation graphs”. 15th International Workshop on Principles of Diagnosis, Carcassonne, France, 2004.
[2] Alami, R., I. Belousov, S. Fleury, M. Herb, F. Ingrand, J. Minguez, and B. Morisset, "Diligent: toward a human-friendly navigation system," in Proc. IEEE/RSJ Int. Conf. on Intelligent Robots and Systems, Takamatsu, Japan, 2000.
[3] Jakob, F., & P. Suslenshi, “Situation Assessment for Process Control”. IEEE Expert, pp. 49 – 59, 1990.

[4] Jakson, P.,  Introduction to Expert Systems, Addison Wesley, 1999
[5] Khoualdi, K., & M. Dumas, “An Alarm Processing System using Distributed Artificial Intelligence Techniques”. IFAC Symposium on Fault Detection, Supervision and Safety for Technical Process, SAFEPROCESS’94, Volume 2, pp. 784-789, Espoo, Finland, June 13 - 15, 1994.

[6] Lees, F. P., “Process Computer Alarm and Disturbance Analysis: Review of the State of the Art” . Computers and Chemical Engineering, 7(6), pp. 669 – 694, 1983.

[7] Miln, R., “On-Line Diagnosis Expert System for Gas Turbines”, Proceedings of the International Conference on Fault Diagnosis, Vol. 2., pp. 556 – 562, Toulouse, April, 1993.

[8] Mousset, P., “An Alarm filtering system: A Causal Graph Based Method”. Proceedings of the International Conference on Fault Diagnosis, Vol. 1., pp. 55 – 64, Toulouse, April, 1993.

[9] Nelson, W. R., “REACTOR,: An expert System for Diagnosis and Treatment of Nuclear Reactor Incidents”, Proceedings of the Second National Conferenceon Artificial Intelligence, pp. 296 – 301, Pittsburgh, August, 18 – 20, 1982.

[10] Rasmussen, J. & A. M. Pejtersen, “Virtual Ecology of Work”. in Global Perspectives on the Ecology of Human Machine Systems, Vol. 1, Resources for Ecological Psychology, P. H. John Flach, Jeff Caird, and Kim Vicente, Ed. Hillsdale, NJ: Lawrence Erlbaum Associates, Inc. Publishers, pp. 121-156, 1995.
[11] Russell, S.J., & P. Norvig, Artificial Intelligence: A Modern Approach, 2nd edition, Prentice Hall, 2002.
[12] Sudduth, A. L., “The model-Based Intelligent Advisory System”. Theory manual, EPRI Project, RP 2967, Electrical Power Research Institute, Palo Alto, California, April, 1991.

[13] Yang, J. O., & S. H. Chang, “An Alarm Processing System for a  Nuclear Power Plant using Artificial Intelligence Techniques”. Nuclear technology, 95, pp. 266 – 271, September, 1991.




Diagnosis











Alarms Filtering











Data Acquisition


(Sensors)











Proposed Actions











Interface


(display)








Figure 1. A general architecture of an alarm filtering system
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